Hughopmayuonno-cnpagounsie Mamepuansbt O JHCUHEHHOU cumyayuu
«3auuma om MOMEHHUKOS8 8 Cemuy

B pamkax (eznepansHoro npoekra «I'ocymaperso ms mozei» Munnubpsr Poccun
u Anpamutndeckuit nentp mpu [lpasurenscTBe Poccuiickolt @egepauuy peanu3oBaiy
nU@QpPOBOH CepPBHC 10 KM3HCHHOH CHTyamud «3ammura OT MOUICHHHKOB
B cerm» Ha FEjauHoM moprane TroOCYJapCTBEHHBIX ¥ MYHHIMOAIBHBIX  YCIYyT
(manee — T'ocycnyru) B ne/saX NPEeceYCHUs M NPEAOTBPALICHH MOLICHHHYECKHX JeHCTBUH
(https://www.gosuslugi.ru/scammer_protection).

CepBHc TIpeIOCTABISET BHIGOP CIEAYIOIMX CHTYaNui: «MOMIEHHHKH IBITAKTCH
noayanTbk jpocryn K Tocycayram» (3Ta cuTyauus HanpaBleHa Ha [IOMOI(h
B BOCCTAHOBIGHHH KOHTDOIS HAajJ YYETHOH 3amuceio) H «5 X0uy 3alHTHTHCH
OT MOHIEHHHKOB B ceTH» (B JaHHOH CHTYAI[HH pedb HAET O crocobax NpeoTRPaieHus
MPECTYIHBIX JeHCTBHHA).

B pamkax mepBoil CHTyalMH NpeACTaBl¢Ha NOApoOHas MHCTPYKIHS, B KOTOPOH
comepxkutcs MHpOpMaUMs O TOM, YTO JieNlaTh, €CIH TPaKIaHHH YKe coo5ﬂmﬂ naponib
wim ko u3 CMC MomeHHHKaM.

B pamMkax BTOpO#l CHTYAIHH PacCMaTPHBAIOTCHA MEPHI, HAPABICHHBIC HA 3alIHTY
0T KHOEpIpecTYIHHKOB (3aIpeT Ha ACHCTBHA C HEABWKHMOCTBIO, 3alipeT Ha o opMICHHUE
JIOTOBOPOB CBSI3H, 3alPET HA IOJMYYCHHE KPEAMTOB M 3aiMOB, 3alMTa YYECTHOH 3alHCH
€ TIOMOUIBIO {OBEPEHHOTO KOHTAKTa, NpaBuia 0e30MacHOCTH NIPH TenedOHHBIX 3BOHKAX),
a4 TAaKKe MpPEe/CTABICHEl METOJABl NPOTHBOAEHCTBHA (PHHAHCOBOMY MOIICHHHYECCTBY
U YeK-IHCeT 1o nudporoil ruruene.

Cnpagouno: camosanpem — 006poBOILHOE 02PAHUNEHIE, KOMOPOEe Hel06eK
cam Ha cebs Haxradvigaem: Ymobbl HUKMO He cMo2 opopmums Kpedumsl 1 3atiMsl

HA €20 UMS — HU OH Cam, HU MOwleHHUKU («3anpem Ha nonyyeHue Kpeoumos

U 3a1iM086%»); Ymobbl He OONYCMUmb COBEPULEHUA COENOK C HEOBUNCUMOCHIbIO 03 €20

JIIYHOR20 YHACIUA KAK CODCMBEHHUKA («3anpem Ha 0eticmEUs ¢ HEOBUNCUMOCINBION);

YMoOsl HUKMO HE CMO2 3GKTMIOUUMbL 002060p HA MOOUIBHYIO CBf3b Om €20 Auyd

(«3anpem na ohopmnernue 002060p08 CEA3UY).

ﬂoeape}mmt roumaxm (Oanree — JK) — amo dononnumensHas zauwpuma
yuemnoti 3anucu Ha Iocycnyzax om deticmeutl moutennuxoe. JJK modicem cmams,
nanpumep, podcmeeHnux wiu opye. Ilpu nonwimke eoccmarogneHus odocmyna

K yuemHotll 3anucu noasb3oeamens Ha Homep meregona K 6ydym npuxodums cmc

0 noomeepoicOeHus eoccmanoanenus napoaa. K noomsepoum zanpoc, monsko

xo20a ybedumcs, 4mo noas306amens He 6600am & 3a6aydicoeHue.

Kpome TOro, Ha CTpaHMIE pa3MELICHBI [OJIE3HBIE HHCTPYMEHTHI JUIA
kubOepOe3onacHoOCTH.

B xarasore oOyvalommx KypcoB cofpansl MaTepHanst no muppopoi
rPaMOTHOCTH — OT NPaBUII PE3EPBHOTO KOMMPOBAHKA JAHHEIX JI0 METOJOB Pacro3HABAHUA
mundeiixon (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxxke goctynHa 0a3a MOMIEHHHYECKHX CXeM, KOTOpasg [OMOTacT Yy3HATh
06 axTyansueix crnocobax obmana. Ha manusiif MoMenT B Hell comepkuTcs 86 cxeM ¢ HX
kparkum onucanuem (https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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Jlns OIeHKH CBOMX 3HAHWMA, B CBOIO O4YEpelb, MOXKHO IPOHTH TecT no uudposoi
rPaAMOTHOCTH, KOTODHIfl ONpPEJENHT YPOBCHbL OCBEIOMIEHHOCTH B 9TOH Cepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETHTH, 4YTO B paMKax BTOpPOH CHTyallHH, CpeiH [pPOYETO,
HaxoauTcs cceuika Ha  pasmen  «KuGepbezomacmoeTs -~ 3T0  mpocroly,
rae cobpana mnonessas wuHdopMarms o pasHooOpasHBIX HM(POBBIX  YTpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B otgemsHpix 6noKax pasMelIEHBl PEKOMEHIAMH MO KHOeprpamMOTHOCTH,
CHELHANLHO Pa3paboTaHHEIe [/ ASTEH M MOMKHIILIX JIO/IeH, KOTOphIe CUMTaroTCs Haubonee
YA3BHMBIMH B HHTEPHETE.

Ocoboe BHHMAHHE YIEICHO 3aIIMTC OT (HILMHIA, CO3AAHMI0 HAACKHBIX Napoei,
3anuTe MOOWILHOTO YCTPOoHCTBA M IPOQUAAKTHKE Teae()OHHOTO MOLICHHHYECCTRA.

TlomuMoO 7TOr0, HA CTPAHHIAX 00EHX CUTYAIHH pa3MeNICHA TAMATKA ¢ M0JIe3HBIMH
CCHLLJIKAMM: HA MHTEPAKTUBHYIO kapTy ¢ agpecamu MBJI Poccun; Ha nogady 3asdBiI€HHS,
skanmo0B1 WK mpennoxeHus yepes opuumansaeii cait MBJI Poccuu; Ha BO3MOXHOCTD
[OJIY4UThL DECTIIaTHYI0 KOHCYNBTALHIO ¥ HOMOIS FOPHCTa 110 3alllHTe Ipas.

Take B pasgene «Yacreie Bompock» («Moryr Jid MOIIEHHHKH NpPOAATh
HEABMIKUMOCTEY) HAXOAMTCA CChIIKA HA MHTEPAKTHBHYIO KapTy ¢ ajpecam
MHOTO(YHKIIHOHANBHEIX 1IeHTpoB (M®II).

Kpome Toro, Ha CTpaHHIax o0eUX CHTyaiHH pa3MEINEHB! CCBUIKH, HNO3BOILTIOIHE
HPOBEPHTL KPCAMTHVI) HCTOPHIO, COOOLIMTH O MOAO3DHIEIBHOM 3BOHKE, NPOBEPHTH
ogopMIeHHEIE CHM-KapThl, IOAATh kaJ00y Ha BPEAOHOCHBIH MHTCPHET-PECYPC, a TaKke
OTBETHl Ha YACTO 3ajaBaeMbie Bompochl: «Kax HACTPOMTH KOHTPONBHEIH BoOmpoc?»,
«Kak aHHY/IHPOBAaTh KPEANT, €CITH MOUISHHUKH 0OPMHIIH €r0 Ha Bac depes ['ocycmyTu?»,
«KTo Takoii Zpon U KaK He MONAcTb B MPECTYNHYIO CXeMy?» H T.A.




